
The main objective of the project is to find an appropriate way of deriving 

physiological parameters from ECG and Blood Pressure (BP) data, in order 

to generate cryptographic keys, which will be used as a security mechanism 

for Body Area Networks (BAN). Discrete Wavelet Transform is used as a 

noise reduction technique and it is not enough by itself when generating a 

physiological parameter, so Fast Fourier Transform is also applied after 

DWT. Dividing the signal into pieces of 250, then applying Fast Fourier 

Transform on each piece and concatenating them provides better results 

compared to applying FFT to the whole signal. Since the y coordinates of 

the resulting signal are not consistent, comparing the x coordinates seems 

like the better option.
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We had a database of 50 patients, each with 5 minutes of BP and ECG data. 

The physiological parameters generated by using these BP and ECG data, 

needed to be similar for the same patient, but different for others for our 

project to be successful. We decided to use Discrete Wavelet Transform as 

our physiological parameter generation technique. We made a research about 

DWT, and made a presentation about it. Then, we realized that DWT is not 

appropriate for a physiological parameter generation by itself, it is used 

mainly for denoising and compression. So, we decided to use DWT to get 

rid of the noise, but we needed another technique to generate the 

parameters. We decided to use Fast Fourier Transform (FFT) this time, but 

the results were not as good as we expected, so we decided to divide the 

signal into pieces and perform FFT, then concatenate the results. We tried 

pieces of 126 points, 250 points, 256 points, 500 points and 512 points. 250 

points gave the best results, so we decided to find the x coordinates of the 

peaks of the concatenated signal. After normalization, we realized that the 

first 50 points of each piece of 250, produced similar x coordinates of peaks 

for both ECG and BP signals. So, we decided to compare the x coordinates 

of these pieces and analyze the results.

Body Area Networks (BAN) are interconnected nodes of biosensors, which are placed 

either on or within the human body. They collect data which can be 

chemical/physiological signals or motion pattern. These physiological signals, which 

are ECG and BP data in our case, are used to derive physiological parameters, which 

will be used to create security providing cryptographic keys. Since they are carrying 

sensitive and vital information we need to provide security.

OBJECTIVES

The main objective of the project is to find an appropriate way of deriving 

physiological parameters from ECG and Blood Pressure (BP) data, in order 

to generate cryptographic keys. These cryptographic keys will be used as a 

security mechanism for Body Area Networks (BAN).
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CONCLUSIONS

While our project is not finished yet, we can make some conclusions. First 

of all, Discrete Wavelet Transform is used as a noise reduction technique 

and it is not enough by itself when generating a physiological parameter. 

Also, changing the Wavelet used in DWT (Debauchies, Symlets etc.) 

changes how similar the BP and ECG signals are. Dividing the signal into 

pieces of 250, then applying Fast Fourier Transform on each piece and 

concatenating them provides better results compared to applying FFT to the 

whole signal. Since the y coordinates are not consistent, comparing the x 

coordinates seems like the better option. To sum up, even though we 

couldn’t find the perfect parameter generation technique for cryptographic 

key generation, we have made some advances towards our goal.
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